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ABSTRACT

HealthInsurancePortability and Accountability Act of 1996 (HIPAA) hasbroughtunparalleled
pressuren healthcareorganizationsto protect private and confidential information from
disinterestedhird parties. Yet, oftenin the middle of noisy corridorsandwaiting rooms,this
sameinformationneedsto be quickly transferredrom physicianto nurseto family memberto
othersfor the careof patients. Researcland examplesshowthatwhenfamilies, patients staff
are participatingtogether,althoughindependentlyjn the sameor adjacentspacesthe OcafZ
effectOproducesising noiselevelsaseachpersoncompetego be heard. This threatenghe very
confidentiality demandedy HIPAA. Solutionsto this problemare not easyor completely
resolvedsolved by engineeringor designspecifications. It is ultimately the culture of the
healthcareorganizationthat determineshe Osound®f a hospital. Provensolutionspresented
herein address culture in tandem with architectural and acoustic design interventions.

1. INTRODUCTION

Sincethe rapid onsetof informationaltechnologiesprivacy asa culturalicon hasbeenguarded
andthreatenedsecuredandstolen,definedandobscured.In manycultures,whereprivacy exists
on a minimal level, it is not perceivedto be at risk becausat is not expected. Basically,one
cannotlosewhatonehasneverhad. In theU.S.,however privacyis highly valuedasevidence
of a free society. Now interpretedto be a constitutionallyguaranteedight, privacy and
confidentiality have beensupportedby legislationand court action. Most recently,with the
PatriotAct, personaprivacy hasbeenat oddswith nationalsecurity. To some,nationalsecurity
takesprecedenceverindividual rights; to others protectionof privacyis the very foundationof
a free society.

The U.S. healthsystemmirrorsits culture. While private healthinformationis now protected,
historically is hasbeenbarteredfor reason®f public health. Tuberculosisandpolio wereboth
highly contagious.Infectedindividualswereisolated,often sentto sanatoriumswith or without
their consent. The emergencef AIDS in the 1980scausedhe next debateregardingpersonal
vs. public health. However,highrisk populationsn fearof their privacy werereluctantto being
tested diagnosedandtreatedfor fear of job discriminationandpublic recrimination. This then
became a greater risk.

Currently,newspapergublishmarriagelicenses divorce decreesbirth certificates,obituaries,
legal transactions,and (in some cities) traffic and criminal activities. The Freedomof
InformationAct is anattemptto limit the privacy of political institutionsandpublic affairs. The
Orightto knowOvs. Otheright to withhold,Oalong with OdonGask, donOtellO policy is
continually debated.

The evidenceof whetherprivacyis a culturally definedvalueis foundin commonpracticesand
expectations.Both a reflectionof cultureandan effort to controlit, legislatedprivacyis often
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plaguedby exceptionsor haslegal sanctionsthat are and non-enforceabldy virtue of the
damagebeingirreversible. Culturally definedprivacy,in contrast,is extendedasa courtesyby
oneindividual to anotherat home,at work, andin socialsituations. Its sanctionshowever,are
within the domain of relationship, reputation, and personal rebuke.

Verbal privacy, unlike privacy of personaldocumentedecordsor communicationsis in the
domainof a culture,not merelya matterof informationcontrol. Privacy,asopposedo secrecy,
is a spontaneous;ircumstantial fleeting, and unpredictableconsideratiorextendedo and by
individuals or groups.

2. BACKGROUND

Institutionsservingindividualsin public places,suchashospitals,are not private. Both verbal
andauralprivacy are breachedecausepokenwordsandinadvertentistenerstendto meetin
midair without notice. Privacyin public placesis basednoreon anonymitythanon invisibility.
Furthermore,providing for privacy in an openand highly populatedculture is basedon
acceptance that little is private and only protected by anonymity.

Patientprivacy is demandedut often only minimally provided. In a waiting room lined with
rows of chairsfacing eachotherin evenlines, informationis openly sharedbetweenfamily
memberswith the assumptiorof anonymity. In emergencydepartmentsthe identificationand
useof privacy curtainsare misleadinggiven thatthe scopeof privacyis broadandthe curtainOs
function greatly limited.

For patientsin breastcareclinics, for instance curtainsandwrap-aroundobesprovide privacy

to a degree;however, having to walk down a hall to the mammogramroom can be

uncomfortable.Cloth garmentsn a physicianOsffices havebeenexchangedor paperonesand

doorsoften openinto the examrooms,exposingscantily clad patientsto the public corridor.

Admitting areadook morelike bankcounterswith multiple tellersandone patientis overheard
providing medicalhistories,insurancedata,andother privateinformationwhile sitting lessthan

threefeetfrom anotherpatient. To this day, despiteall the pressurego the contrary,in many
outpatientclinics, namesare calledaloud asif in a fast food restaurantand staff yells to the

hearing-impaired elderly without regard to who else is within earshot.

Historically, patientandfamily privacy wasnot so muchof anissue,asphysiciansmadehouse
calls and few patientswere admittedto the hospital. Today, becauseof the nature of
institutionalizedhealthcarethe built environment,bureaucratiqgproceduresof our employer-
basedhealthcaresystem,andthe fiduciary natureof the patient-physiciamelationship privacy
now requires policy declarations, legislation, and judicial review.

In the hospital, the environmentof careis spatial,temporal,and so undefinedas to imply
everywhereandall thetime. Nonethelessthereis a presumptiorof privacy andconfidentiality
mandatedy law, ethics,andculture. The challenges in designingprivacy andconfidentiality
into the environmentin waysthat supportthe ethicsand practicesof providerswhile providing
the intended protectionsfor patientsand families. Visual barriers, conditioned sound
environmentsand ongoingmonitoring of the density of peopleprovide cluesasto whether
patient privacy (and dignity) is being tended to adequately.

Noico-C'nn 20N8 Minnonnnlic Minnoenta Oetnhor 1710 2NNS



Speech Privacy: Beyond Architectural Solutions Mazer

An exampleof privacy-extended-but-not-provideid shown in the relationship between
roommatesin semi-privatehospital rooms. While privacy curtains offer visual barriers,
overheardconversationsare seldomreferredto and evena patientOpainful groansare not
intrudeduponunlessthereis definitive concernfor the patientOkfe. This is OmindingoneOs

own business,O which is considered good manners, and is not controllable by good engineering.

Furthermorewhile acoustictreatmenicantemperthe risk within healthcaresettings the nature
of how we providecareprovideseasypathwaydor informationto be freely transmitted. Given
that the needfor privacy hasnot lessenedptherindustrieshave demandedsolutions. One
answerhascomeforth from acousticengineerdhasbeenmaskingtechnologieghe purposeof
which is to ostensiblyundospeechntelligibility, localization,andauditoryclarity. Clearlythis
posesunintendedisksin acritical careenvironmenwhereprovidersaredependentiponeachof
these factors to monitor patients.

3. WHAT IS PRIVACY IN HEALTHCARE?

Privacyis an obviousoutcomeof isolation,andisolationis the mostextremeform of privacy.
Both areaimedat preventingunwantedpenetratiorof the informationgateandescapéeyondit.
Both conflict with the objectivesof institutionalhealthcare.Practicingefficiency, effectiveness,
andfluidity of communicatiorfor manypeoplecongregatedh onelocationopposetheidealsof
individuality, personal preference, and controlled communication.

Hospitaladministratorspatients andfamily membersarefacing a similar duality in compliance
with the Health InsurancePortability and Accountability Act of 1996 (HIPAA) [1]. Firstand

mostobviousis the challengeof resolvingthe duality betweerkeepingsomethird partiesout of

oneOgprivate businesswhile letting othersin. In spite of good intentions,communication
technologiesthe lack of auditorysoundproofingyisual violations(charts,monitors,andletters
in plain view) are all fairly effective in breaching HIPAA regulations.

Whenit comesdown to the reality of healthor iliness, patientsexpectneedednformationto
flow easilyacrosghe pathwaysof caregiving andnot betrappedby redtape. Familiescringeat
theideathattheright handof the primary carephysiciandoesnot know whatthe left handof the
surgeonis doing. Delaysin informationbeingpassedetweeninterestedartiesbecausef the
new HIPAA mandates could be costly, frustrating, and possibly life-threatening.

So,whatis realisticin evaluatingthe effectivenes®f the well-intendedandimperfectHIPAA
mandatesVho is responsibldor providinganenvironmenin supportof HIPAA? We mustask
whosetaskit is to ensureprivacy and whoseskills andtechnologiegosethe greatestisk or
provide the greatest protection.

Perhapghe greateseambiguityregardingprivacy occursin the auditoryenvironment. Absolute
auditory confidentiality doesnot existin the healthcareenvironmentor is rare or incidentalat
best. Regardles®f acoustictreatmentcloseddoors,andbarriersof the highestquality, hearing
acuityis uncontrollableandimmeasurable A child, who seeminglyhearssoundsandwordsthat
adultsfear most,knowsno confidentiality. Adults, whosehearingis impairedmostof thetime,
hearwordsandinflectionsandtranslatetheminto whole newsstorieswith varying degreesof
accuracy. Likewise, nursesand physiciansappropriatelyexchangecritical information at the
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right time andin whatis now labeledasthe wrong place. Patientswhoserights havebeen
violated may be either grateful or resentful, depending on the news and their situation.

CharlesFried of Yale Law Schoolstatedthat Oprivacyis not simply an absencef information
aboutusin the mindsof others,it is the control we haveoverinformationaboutourselves.lIt is

not simply control over the quantity of information abroad;it is the ability to modulatethe
guality of theknowledgeaswell. We maynot mind thata personknowsa generafactaboutus,

andyetwe feel our privacyinvadedif he knowsthe details.(2] Regardinghealthissuespatient
survivalis oftenbasedon detailsbeingcommunicatedmmediatelyto the right personwherever
they are standing,oftenregardles®f who elseis within hearingrange. Hereis whereHIPAA

compliance runs into conflict with clinical practice.

4. THE ONSET OF HIPAA

HIPAA was,in part, passedbecauseconfidentialinformation was being transmittedthrough
variousuncontrolledconduitsand could be accessedby unknownthird parties. While HIPAA
doesaddresserbalconfidentiality, it usesa standardbf Oreasonablenessi OgoodudgmentO
in practice. Thesestandardsare far from quantifiable. Hospitalsand other providersare
implementingspecific protocolsto protectwritten and electronicrecordsand,asyet, havenot
been able to harness the massive amounts of information exchanged verbally.

Perhapsover simplified, the who, what, where, why andwhen arethe major testsof HIPAAOSs
regulatorytriggers,which areonly evaluatedvhena claim of violation is filed. In the HIPAA

standardscomplianceis voluntary and so are complaints. The ambiguityis so apparenthat
evenHIPAA authorsmadeit the task of patientsto insist on enforcementdealingwith the

standardon a reactivebasis. The Privacy Rule publishedby the Departmentof Healthand
HumanServiceq1] thatsummarizesandexplainsHIPAA is lacedwith exceptionsambiguities,
andsuggestiongor practicingan intentionto keepprivate evenwhenit is not possible. That
said,enforcemenof HIPAA is complaintdriven. HIPAA is ultimately beingverified in practice
with the standardsetforth to containwhat seemauncontainabl@ndhasyet to befully testedin

all of its aspects.

Insidethe healthcarearena HIPAA hasdeterminedhatwio NpatientsGdentityNand what N
their diagnosisor conditionor otherinformationN areto be assumedonfidential(inside the
privacy fence)unlessotherwiseindicated. Why informationis exchangeds perhapghe most
critical placewheredefinition and protectionis needed. The Privacy Rule clearly statesthat
privacy is not to take precedenc@ver patientsafetyor medicalcommunicationgequisitefor
patientcare. Nonethelessnotivesbehindinformationseekingandmanagemendreperhapshe
major fear to the patient. However,where informationis exchangedndw#hen the information
shouldbe accessibleare also more questionableand leavemuchroom for dispute,delay,and
confusion.

5. RESEARCH: HOW IS PRIVACY PERCEIVED AND WHAT ARE ITS OUTCOMES

In areporttitled OTheRole of the PhysicalEnvironmentin the Hospital of the 21> Century,O
Ulrich andZimring cite research3] showingthat physiciansandnursesvery frequentlybreach
patientconfidentialityandprivacy by talking in spacesvheretheyareoverheady otherpatients
or persons[4]. Theyalsofurther mentiona studyof anemergencydepartmentt a university
hospital that showed 100 percentof physiciansand other clinical personnelcommitted
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confidentiality and privacy breaches [5].

A study that looked at patientOgerceptionof privacy and relatedoutcomes[6] showedthat
patientswithheld medicalinformationwhenthey only hada curtainbarrierasopposedo walls.
Clearlythis impliesthatauditoryprivacy -- asit is perceivedandexperienced- impactspatient
safety. It alsoimpliesthatpatientswho overhearconfidentialinformationfrom their own bedor
gurneybelievethattheyarebeingoverheard.In this study,somepatientsrefusedpartsof their
physical exam because they felt that they had no privacy.

The natureof noiseandits impacton communicatiormddsonemorethreatto auditoryprivacy.
The OLombardEffect,Owhich causeeopleto raisetheir voicesabovethe noisefloor, increases
the chancef information penetratinghe privacy walls [7]. In areview of the impactof the
LombardEffect on speechrecognition,Atushi foundthatthe louderthe noise,the lessaccurate
wasspeeclrecognition. Theimplicationis thaterrorscould be madein a noisy settingand,as
well, perceptionof privacyis threatened.Thelouderit is, thelouderit gets. Thelouderit gets,
the greaterchancethe one voice will rise abovethe others,and with the voice comes
misunderstanding or inaccuracies of communication as well as breaches of privacy.

By balancingthe useof opaquevisual barrierswith transparensoundbarriers,suchasacrylic
walls, providersand patientsalike can betterlearn to trust what surroundsthem. Nursing
stationsthat are accessibldut not exposedcontrolled paperwork(aslong asit exists),and
computermonitorsthat are placedwith cautionsregardinguseand misuseare not difficult to
implement, if thought through carefully.

Nonethelessthe questionremains of the role and responsibility of engineers. Does
responsibility for control of oral information fall solely within the scope of work of
acoustic/noise control engineers?

6. PRACTICES THAT HAVE IMPROVED NOISE LEVELS AND ENHANCED
PRIVACY

Healthcareorganizationshave long historiesof noise abatemenpolicies but a shortlist of
modelsthatexemplify their objectives. Reasondor failed policiesincludeeverythingfrom the
speedof newtechnologieshataddto the cacophonyof the hospitalto architecturabdesignshat
areout of date. Acousticmaterialshaveprovento be effective,but notto the point of overriding
the impactof highly populatedareasand cultural practices. Whetherutilizing barriercontrol,
acousticceiling tiles, or carpeting the challengeremainsasto how to bestcreatean appropriate
auditory environment that supports the diverse needs of patients, families, and caregivers.

Communicationtechnologiesuchasinternal cell phonesand pagerswhile perhapshe most
efficient methodsof transmittinginformationandreachingpersonsritical to patientcare, are
alsooneof the mostchallengingnew intrusionsin the auditoryenvironment. While actingasa
tetherbetweencritical patientneedsandthosewho carefor them, staff cell phonesand pagers
are used wherever and whenever they beacon.

Anecdotesaboundaboutinappropriateconversationsn the wrong place.At one hospitalin
Georgia,the personin chargeof the morguewhosejob it wasto removepatientsafter they
expiredwason an elevatorfilled with peoplewhenhe got OthecallOon his cellphone. He knew
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to getoff atthenextfloor, avoidingtakingthe call in this crowdedelevatorof visitors.Onceon a
floor, it still took him a while to find a privateroom wherehe could respondto the call. At
anotherfacility wheretheywerepiloting the useof cell phoneson onefloor, a nursereceiveda
call andbecauseshewasrespondinghe noiselevelsin the corridorin which shewasstanding,
sheyelled overthe phone repeatinghe nameandlocationof the patientunderdiscussion.The
OcafZ effectO might well be renamed the Ocell phone effectO as the results are the same.

The following incompletelist of somecommonacoustictreatmentsandtheir known outcomes
and exceptions:
1. Acousticceilings: Effectivein absorbingsound,but losetheir quality overtime.
Many hospitalbuilding managersio not monitorthe quality of their ceiling tiles. Air
conditioningleaks,stains,anddustovertime weakenthe acousticpropertiedor noise
reduction as the particle and moisture disturbs the textured surfaces.
2. Doorsandwalls: Barriercontrolis the commoneffort at offering privacy; Doors
andwalls arefrequentlynot soundtreatedandtheir elusiveeffectivenessausestaff
and patients to act as if they are in private quarters although they are not.
3. Carpeting: Is definitely betterthanhardfloors, but difficult for gurneymobility,
cleanliness, and requires vacuum cleaners for maintenance.
4. Noise-reductionhard flooring: An effective solution, but still not the most
common practice.
5. White and pink noise maskingtechnologies: While effective in diffusing
languageo the point of impactingdistantspeechntelligibility, it alsoundermineshe
ability to localize sound,which is critical to remote nursing practices. It is
inappropriate for the clinical setting or, at best, has very limited application.

While not soundproofingmusicandtelevisionoffer competitionfor otherverbalinformation.
Positivedistractionsreducethe impact of noxioussoundsand provide a veil of privacy. The
television,which often consideredan annoyancegoesfunction asa distraction,and doesalso
serveto maskoutsidesounds.The questionof the benefitsof specific televisionor musical
contenthasto do with matchingthe programmingo the needsof the patient. Giventhe needfor
privacy, the negativeimpactof noise,andthe positive impactof appropriatemusic and other
positive distractions,combining good engineeringpracticeswith other options can be an
effective strategy.

Anecdotalevidencenasshownthatthe appropriatauseof musicin public areasandin corridors
of hospitalunits canlower noiselevelsandprovidea veil of privacy. The hospitalityindustry
haslong usedmusicasmeansof cloakingthe noiseof dishesandprovidingfor privacy of their
patronswho are seatingin close proximity. The challengefor hospitalsis finding and
implementing appropriate music for a setting of widely diverse populations.

Balancingspeechprivacy with the needfor visual accesgo patients,families, and preventing

social isolation requiresknowledgeof exactly how the spacefunctions. Using clear sound

barriersasopposedo walls canserveboth purposes.Creatinga spacefor childrento be Oseen
but not heardO acknowledges diverse needs of a cross-generational population.

Seatingarrangementalsoprovide a meansof separatingamilies. Clusteredseating,ensuring
thatfamilies may sit togetherandhavepersonaldiscussionsat normalvolumelevelsminimizes
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the LombardEffect. Thinning the populationspreadsometimedhelpsand sometimesauses
greater transparency. The lower the noise floor, the more can be clearly heard.

Severalnew productshavebeendevelopedo actasa dB meterto indicatevolumelevelsmuch
like the speedlight that is often usedto show automobiledrivers their currentspeed. The
problemwith themis thatit unbiasedand out of context. It picks up the soundclosestto it.
However, some hospitals are in the process of evaluation.

While the in servicesandnew employeeorientationsessionsnay addressioise,until theissue
becomesasbaselineindicatorof quality, the auditory environments ignored. Staff meetings
shouldincludeoverallevaluationof the quality of environmentneedsor maintenanceequests,
and problemsthat needsolutions. Waiting areasshouldbe monitoredandadjustedf seatsare
movedand congestiorresults. Nursing stationsshouldbe evaluatedasto traffic flow, where
staff discussionill take placeandwherevisitor interchange®ccur. Nightime anddaytime
needanustbe addressedsthe auditoryenvironmentatisksreversebetweendayandnight from

too noisy to too quiet.

Also, ceilingtile standardshouldbe providedandindicatorsfor replacemenshouldbe clarified.
Hydraulic doors should be checked on a regular basis. Ventilators (all air ducts) for fan noise.
Vendingandice machinesare the mechanicalOelephant the roomO. Non-clinical in their
application,they are often placedin visitor areasandthe noisefrom their operationdrifts into
patient areas.

While not engineeringsolutions thesekinds of considerationdring the engineetinto partnership
with the architectanddesignerOtherwise the engineelis beinghandedresponsibilitieghatare
not theirs alone.

Thesesuggestionslo includeotheroptions,specificallypositivedistractionghatbothreducethe
impactof noxioussoundsand provide a veil of privacy. While not soundproofingmusicand
televisionoffer competitionfor otherverbalinformation. The questionof the benefitsof specific
televisionor musicalcontenthasto do with matchingthe programmingto the needsof the
patient. Given the needfor privacy, the negativeimpactof noise,andthe positive impact of
appropriatemusic and other positive distractions,combininggood engineeringpracticeswith
non-engineering solutions can be an effective strategy.

7. CONCLUSIONS

Safetyfor patientsandeffectivecarerequiresa healthcareenvironmenthatis in alignmentwith

the organizationOmission,not a militarized zoneof secrecywhereneedednformationis put
into unintendedsolation. A new standardf informationmanagemenis required. Ultimately,

time andpracticewill revealwhatis bestandpracticalfor the optimal outcomedor everyone
involved. For HIPAA to be an effective policy and not a liability, the environmentmustno

longer be consideredjust a regulationor a good idea, but must be acknowledgedas the
custodian, if not the guardian, of privacy, confidentiality, and HIPAA compliance.

The dictatesof HIPAA andthe right to privacy are easierand demandedhan accomplished.
Within the auditory environmentie the keysto privacy aswell asconfidentiality. However,
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whenusingthe paradigmof the noisesocietyvs. the surveillancesociety,it is clearthatthe most
difficult task is to remain an OanyoneO and only to become OsomeoneO by choice and intent.

Engineeringsolutionsdirectly impact communication,audibility, and primary information
containment. However,noneof the solutionson their own canguaranteer effectively control
the auditory privacy. Moving the soundsout of the genericwashof randomsoundsinto the
specific experienceof a patient,family, and caregiveris a cultural task and, with HIPAA, a
professionalobligation. Bringing togetherorganizationalethics of privacy with acoustic
treatment offers the strongest and most effective strategy for protecting individual privacy.

Privacyis a perceptiona courtesy,a practice,a right, anda promise. It is realizedthrougha
dynamicpartnershifpetweensubstantiveandevidence-basedesignandfunction,andbetween
the built environmentand thosewho useit that will bestimprove the chancesof protecting
information and individuals.
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